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1. Executive Summary

Each day, there are an estimated 2,200 cyberattacks in the United States targeting a wide range
of institutions and individuals. 64% of businesses have experienced at least one cyber attack
involving a data breach, and breached records totaled more than twenty-two billion in 2021 (1).
With the number of cyberattacks increasing every year, personal data has never been more at
risk. Among all business sectors, healthcare is the most heavily targeted, experiencing the
highest number as well as the greatest severity of data breaches. This impacts us all, as
healthcare companies store many of our medical records that are vulnerable to being stolen.
Additionally, many healthcare companies have been unable to cope with the damages due to
cyberattacks, impacting quality of care and in severe circumstances, even leading to closure.
Therefore, healthcare data breaches are an urgent issue that needs to be addressed.

We obtained healthcare data breach reports from the US Department of Health and Human
Services (HHS) Office for Civil Rights (OCR) portal. There are a total of 687 weekly breach
data from November 2009 to December 2022. We modeled the weekly breached records using
independent variables such as breach incidence by business entities, breach types, breach
vectors, breach location, as well as seasonality and COVID. We explored two different
algorithms to predict the weekly breached records: Random Forest Regression and Support
Vector Regression.

Based on our modeling, the breached record can be predicted with high accuracy using breach
incidence resulting from hacking/IT incidents, involving healthcare providers, occuring in the
highest quartile states by healthcare GDP, and with network servers as the point of entry. Using
our model’s prediction, along with the IBM Cost of a Data Breach report, we estimate the total
costs for healthcare sector data breaches will be $22.0 billion in 2023. While the future breach
incidence and severity from 2023 onwards is expected to be lower than COVID era, data
breaches in the healthcare sector will increase at a steady pace in the long run. In addition, we
noted states with the top quantile healthcare GDPs experienced the most healthcare data
breaches.

Based on the risk analysis, we focused our recommendations on preventing hacking/IT breach
incidence, protecting network servers, and addressing the vulnerabilities of healthcare providers
and states with high healthcare spending using the three main risk mitigation strategies of
insurance, behavior changes, and modifying outcomes. To reduce the financial costs of
cyberattacks, we recommended the expansion of cybersecurity insurance, and increased adoption
of cyber insurance by healthcare companies. Additionally, we recommended that healthcare
companies provide more education, as well as better working conditions and higher pay to
increase employee motivation and vigilance with regards to data safety. We also recommend the
adoption of several cybersecurity protocols. Finally, we suggest greater cooperation between
government agencies as well as healthcare companies such as with programs such as HHS
405(d) - Aligning Healthcare Industry Security Approaches Program and the Health Sector
Cybersecurity Coordination Center (HC3)



2. Background Information

On May 1%, 2021, Scripps Health Systems suddenly stopped functioning. Hospitals in Encinitas,
La Jolla, San Diego, and Chula Vista no longer received stroke or heart attack patients and
medical personnel were forced to use paper records. They had been the target of ransomware, a
form of cybercrime where malicious actors encrypt devices across an organizations’ network,
crippling their functions (2).

The ransomware attack took over a month to recover from, but patients soon found that the
situation was even worse. As it turned out, the hackers also stole sensitive patient data, and were
selling it on the dark web. In this cyberattack alone, over 150,000 patient records were stolen and
over $112 million was incurred by Scripps Health through the end of June 2021 (3). The
cyberattack on Scripps Health was just one of the over 700 reported healthcare data breaches in
2021 alone.

Cyberattacks and data breaches have long been an issue since the beginning of the internet and
introduction to digital records. The first reported major cyberattack was in 1988 by Cornell
graduate Robert Morrison, who launched the attack, infecting computer systems at Stanford,
Princeton, NASA, UC Berkeley, among other institutions (4). For the healthcare sector, these
data breaches arrived in the early 2010s such as the one on Community Health Systems in which
cybercriminals exploited a software vulnerability by deploying highly sophisticated malware
leading to the theft of over 4.5 million patient records (5). Such attacks were just the beginning
of a long-lasting battle as hackers found new and more effective ways to steal data and disrupt
healthcare systems. In fact, in the past decade alone, there has been a nationwide surge in data
breaches, starting from 2010 where the total number of breached records only totaled 662
million, compared to 2022 where the annual breached records compromises total over 1.8 billion

(6).

While the number of breaches has been increasing across the board for all types of industries, the
sector that experienced the most loss is healthcare. Among the data breaches recorded on the
Privacy Rights Clearinghouse database between 2015 and 2019, over 75% were in the healthcare
sector, more than 3 times of the finance, education, retail, and government sectors combined.
The incidence of healthcare data breaches surged from 199 in 2010 to 707 in 2022, with close to
60% cases reported in the last 5 years. There has also been an upward trend in the number of
breached records each year. From 2005 to 2019, the total number of individuals affected by
healthcare data breaches was 249.1 million, and out of these, 157.4 million individuals were
affected in the last five years (7).

The surge in data breaches in recent years can be attributed to the exponential growth of modern
technology making it difficult for business entities to adapt to them, allowing hackers easy
access to confidential and protected information (8). The transition to health record digitization
significantly shifted the types of data breaches. A study surveying the healthcare data breaches
noted an accelerated increase of hacking/IT incidence since 2016, making it the dominant type of
data breaches (9). Unauthorized access has also shown an increase, but not as fast as hacking/IT



incidents. On the other hand, theft/loss or improper disposal of health records has been dwindling
in the last few years.

Breach vector is another shifted characteristic of data breaches over the course of digitization.

In early years, data breaches happened when the film and paper medical records were misplaced
or stolen (10). Portable electronic devices and computers were also major vectors for data
breaches. More recently, most of the health records were stored electronically on network
servers, making them the primary targets for data breaches (11).

The data breaches also varied by business entities. Among the affected business entities, most of
the healthcare data breaches were reported by healthcare providers. While an individual
healthcare provider, particularly the small or mid-sized ones, may have limited health records,
the sheer volume of these providers and the lack of resources in cybersecurity make them the
most vulnerable business entities for data breaches (12). On the other hand, business associates,
through their third-party services such as cloud hosting and data transmission, breached more
health records on average than healthcare providers (13, 14). Many business associates operate
outside of the healthcare sector, therefore do not fully understand and implement the appropriate
security measurements according to HIPAA requirements. Large scale data breaches also
happened in health insurance companies, government healthcare programs, and healthcare
clearinghouses, while in relatively low incidence. For example, the largest healthcare data
breaches occurred in the health insurance company Anthem Inc on February 13, 2015, resulting
in 78.8 million records being exposed.

Although healthcare data breaches were reported in 50 states, District of Columbia, and Puerto
Rico, they were not evenly distributed across all states. A study comparing the geographical
locations (east, north, mid-west etc) didn’t find a significant difference in data breaches (11).
However, the states with higher incidence or breached records, such as California, New York,
and Florida, tend to be more populated or economically more active.

Other factors may also impact healthcare data breaches. For example, seasonality of hacking/IT
breaches was noted in a study analyzing over 9,000 data breaches across all industries from 2005
to 2018 (15). Another study showed that the breached records in the healthcare sector during the
COVID-19 pandemic were 2.5 times of the records during the same time span prior to the
pandemic (12).

Akin to the increase of the number of data breaches in the healthcare sector are the increase in
the numerous costs associated with them. According to a recent report conducted by IBM
Security and Ponemon Institute, the average cost of a data breach was $4.35 million in 2022, a
12.7% increase from 2020 (16). Healthcare was consistently the highest cost industry in the last
12 years, with an average cost of $10.1 million per data breach in 2022 (16). However, this does
not take into account the potential risks caused by criminals who have successfully stolen health
records. In fact, many of the risks do not lie in their monetary costs, but the possibilities of
manipulation of these health records. Criminals can use the prescription information for the
procurement of drugs, the Social Security numbers and birthdates to create fake identities, the
Social Security numbers and Medicare insurance ID to obtain medical insurance, the medical
records and birthdates for fake birth certificates, the Social Security numbers and addresses for
fraudulent tax returns (17). Such activities not only harm the healthcare sector, but all parts of
our societies as well.



Problem Statement: In consideration of the potential costs of data breaches in the healthcare
sector, mitigating and reducing the number of breaches should be a top priority for all healthcare
organizations. With the number of data breaches increasing every year, our paper seeks to find
empirical relationships between breached records and the aforementioned factors, such as breach
type, breach vector, breach entities and their locations, as well as seasonality and COVID
pandemic. From our modeling, we will recommend solutions to reduce the incidence and
severity of data breaches in the healthcare sector.

3. Data Methodology

3.1 Data Sources
3.1.1. Healthcare Breach Portal

We obtained the healthcare breach reports from the web portal of the US Department of Health
and Human Services (HHS) Office for Civil Rights (OCR)
(https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf). Per the Health Information Technology
for Economic and Clinical Health (HITECH) Act in September 2009, healthcare entities are
required to report any data breach involving 500 or more individuals to the HHS OCR breach
portal within 60 days following a breach. Each data breach was described with the following
information: Name of Covered Entity, State (i.e., Breach Location), Covered Entity Type (i.e.,
Breach Entity), Number of Individuals Affected (i.e., Breached Record), Breach Submission
Date, Type of Breach (i.e., Breach Type), Location of Breached Information (i.e., Breach
Vector), Business Associate Present, and Web Description.

3.1.2 Healthcare GDP Spending

The healthcare GDP spendings from each state were obtained from the Bureau of Economic
Analysis (https://www.bea.gov/tools/). We intended to group the states according to their relative
healthcare GDP rankings. Although the actual healthcare GDP may vary each year, the relative
rank is quite stable. For simplicity, we grouped the states using the most recent published data in
2021.

3.1.3 Bitcoin Transaction Volume

The Bitcoin transaction volume data was obtained from Blockchain.com
(https://www.blockchain.com/explorer/charts/n-transactions). To model the incidence of
hacking/IT data breaches, we use weekly verified transactions. We chose bitcoin transactions as
most cryptocurrency activities follow the activity of bitcoin, so bitcoin can be used as a general
index of cryptocurrency transactions in our case.

3.1.4 Spamhaus Don’t Route or Peer List

The Spamhaus Don’t Route or Peer List is a set of advisory lists containing IP addresses used by
malicious actors (https://www.spamhaus.org/drop/). Spamhaus is an international organization
dedicated to monitoring spam and spam related activity. Its list is widely accepted as an




authoritative list by internet service providers and email providers. We use the Wayback
Machine to observe older iterations of the Don’t Route or Peer List. The list was used to model

breach incidence on network servers.

3.2. Data Pre-processing

There were 5,149 reported breaches from October 21, 2009 to December 31, 2022 in the portal.
We removed the 3 reports from Oct 2009 since it was the first month after the HITECH Act was
effective. We also removed 142 reports that were either duplicates or had missing fields in
Breach Entity, Breach Type, or Breach Vector. The final dataset contained 4998 reported

breaches.

The breached records ranged widely from 500 to over 10 million in the reported cases (Fig.1).
Particularly, one case had 78.8 million breached records, significantly higher than the second
highest case (11.5 million). We replaced 78.8 million with 11.5 million in this case. The
breached record was also nature log transformed to reduce the skewness of the distribution.
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Fig. 1: Distribution of breached records from 2009 to 2022

There are several categories within Breach Entity, Breach Type, or Breach Vector. To reduce the
dimension of these categorical data, we combined levels with similar information into new
representative levels for these descriptors. For example, the breaches due to theft, loss, or
improper disposal were combined as breaches due to physical loss. In addition, individual
healthcare entities may report multiple breach vectors on a single breach incidence. Based on the
web description of the event, only the dominant breach vector was entered for that incidence in
our analysis. To categorize the location of the healthcare entities, we grouped the states
according to their healthcare GDP rankings in 2021. The states associated with the top 25%
healthcare GDPs were in the T1 hGDP group and the bottom 25% healthcare GDP states were in
the T4 hGDP group.

3.3 Data Characterization

3.3.1 Breached Records

There was a constant upward trend in breached records from November 2009 to December 2022
(Fig. 2), with some spikes in 2011, 2015, and 2019.
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Fig. 2: Monthly breached records from November 2009 to December 2022.

3.3.2 Breach Incidence by Healthcare Business Entities

Among the 4,998 breach incidents from November 2009 to December 2022, 73.5% were from
healthcare providers, 12.9% from health plan and clearing houses, 13.6% were from business
associates. The breach incidence from each business entity increases over time, whereas the
relative proportion from business entities remains relatively stable (Fig. 3).
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Fig. 3: Monthly breach incidence by healthcare business entities.

3.3.3 Breach Incidence by Breach Types

Among the 4,998 breach incidents, 49% were hacking/IT incidents, 25% were unauthorized
access or disclosure, and 26% were physical loss (i.e., theft, lost, or improper disposal). The
hacking/IT incidence increased over time, while the incidence due to physical loss decreased
overtime (Fig. 4). The absolute incidence due to unauthorized access plateaued since 2017, while
the relative proportion decreased in recent years. In early years, most beaches were due to
physical loss of the records, whereas in recent years, hacking/IT was the dominant type of data

breaches.
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Fig. 4: Monthly breach incidence by breach types.



3.3.4 Breach Incidence by Breach Vectors

Among the 4,998 breach incidents, 38% were breached through network servers, 23% through
emails, 15% through computers, and 21% through hardcopies (i.e., film/paper/portable electronic
device). The incidence through network servers increased over time, becoming the dominant
means of data breach in the last two years. (Fig. 5). The breach incidence through emails
increased through 2020 but started to drop in the last two years. On the other hand, the breach
through hardcopies or computers decreased over time, both on the absolute term or relative
proportions.
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Fig. 5: Monthly breach incidence by breach vectors.
3.3.5. Breach Incidence by Breach Location

Over half of the healthcare data breaches occurred in the 13 states that have the highest
healthcare GDPs (T1 hGDPs), whereas only 6% of breach incidents were reported in the states
with lowest hGDPs (Fig. 6). Although the incidences across all hGDP levels increased over time,
the relative portions remained stable.
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Fig. 6: Monthly breach incidence by states.
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3.3.6 Breach Incidence by Seasons and by COVID

Although the breach incidence increases over time, there is no clear difference among the four
seasons (Fig 7). On the other hand, breach incidences rose significantly after the start of the
COVID-19 pandemic, both reflecting the upward trend of data breaches and compounding it
with a global health crisis (Fig. 8).
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Fig. 7: Monthly breach incidence by seasons.  Fig. 8: Monthly breach incidence before and during COVID.

4. Mathematics Methodology

Our goal is to find empirical relationships between breached records and the potential impact
factors, such as breach type, breach vector, breach entities and their locations, as well as
seasonality and COVID pandemic. On a monthly basis, we only have 158 data points, which
could significantly limit our ability for modeling. To that end, we tabulated the breached record
on a weekly basis.

4.1 Assumptions

Breached record: We assume the number of affected individuals in a data breach depends on the
type of healthcare business entities, the type of breaches, the location of the record (i.e., breach
vector), the healthcare economics activities (i.e., hGDP). Additionally, we assume COVID and
seasonality may play a role.

Breach submission date: The breach incidence was recorded as breach submission date on the
HHS OCR portal. In our project, we assumed the breach incidence was reported in a timely
manner and the lag between breach occurrence and reporting was negligible.

Healthcare GDP ranking: To model the location of the affected business, we grouped the states
according to the healthcare GDP in 2021. Although the healthcare GDP varied during 2009 to
2022, we assume the relative rankings were stable in those years.

4.2 Variables
Categories Variable Name Variable Description
Dependent Breached Record The number of individuals affected per week. The data was nature log
Variable transformed.

Breach Entity | Healthcare Provider | The weekly breach incidence from healthcare providers.

Health Plan The weekly breach incidence from Health Plan or Healthcare
Clearinghouses.




Business Associate

The weekly breach incidence from Business Associate.

Breach Type

Hacking/IT

The weekly breach incidence through Hacking/IT

Unauthorized Access

The weekly breach incidence through unauthorized access/disclosure

Physical Loss

The weekly breach incidence through theft, loss, or improper disposal

Breach Vector

Network Server

The weekly breach incidence of the records stored on network server

Email The weekly breach incidence of the records stored in email

Computer The weekly breach incidence of the records stored on desktop or
laptop computers

Hardcopy The weekly breach incidence of the records stored on paper, film, or
other portable electronic device

Other The weekly breach incidence of the records that been misplaced (e.g.

records mailed to wrong recipients or been uploaded to wrong website)

Breach T1 hGDP States The weekly breach incidence occurring in states associated with top
Location 25% healthcare GDPs (CA, NY, TX, FL, PA, IL, OH, MA, NJ, MI,
GA, NC, MN)
T2 hGDP States The weekly breach incidence occurring in states associated with 2
quantile healthcare GDPs (WA, VA, AZ, IN, MD, WI, TN, MO, CO,
CT, OR, KY, LA)
T3 hGDP States The weekly breach incidence occurring in states associated with 3™
quantile healthcare GDPs (AL, SC, OK, KS, IA, AR, UT, NV, NE,
MS, WV, ME)
T4 hGDP States The weekly breach incidence occurring in states associated with
bottom quantile healthcare GDPs (NH, NM, ID, DC, HI, RI, DE, MT,
SD, ND, AK, VT, WY, PR)
Seasonality Spring / Summer / Binary datapoint (0 or 1) for each season indicating the seasonality
Fall / Winter
COVID COVID 0: pre-COVID; 1: COVID (from March 1, 2020)
Time Week Weeks since November 1, 2009 (week 1)

4.3 Model Development

There are a total of 687 weekly breach data from November 1, 2009, to December 31, 2022. The
data were used to model the weekly breached records using independent variables such as breach
entity, breach type, breach vector, breach location, seasonality, and COVID. We explored two
different algorithms to predict the weekly breached record: Random Forest Regression (RFR)
and Support Vector Regression (SVR). We first optimized the models by tuning the parameters
in each algorithm and ranked the variables according to their importance to the model. After
parameter tuning and variable ranking, we run the algorithms based on the top variables using
the optimal parameters.

10



4.3.1 Random Forest Regression (RFR)

RFR algorithm is an ensemble of multiple random decision trees (18). Each tree is trained on a
randomly selected subset of input data using a random subset of features. The predictions from
each tree are then averaged to produce the result. By collecting results from multiple decision
trees, the RFR algorithm can achieve high accuracy due to its ability to inform its answer
through many different paths. Random forest is considered one of the best-performing machine
learning algorithms due to its robustness to outliers and flexibility to handle non-linear data.

We applied RFR using sklearn's RandomForestRegressor in the Python library. The algorithm
was run with an 80:20 random split of training and testing sets. To achieve high accuracy
without overfitting, we first explored a wide range of two key parameters: 50 to 150 for
n_estimators (i.e., number of trees), 1 to 11 for max_depth (i.e., the number of splits that each
decision tree is allowed to make). An n_estimator of 90 and a max_depth of 3 were selected
based on the performance in the testing sets.

In RFR, the independent variable for each node in a decision tree is selected based on its ability
to reduce variance. The variable with highest decrease in variance is selected for the node. The
importance of each independent variable therefore can be calculated as the average of the
variance reduction in all the trees in the random forest model. Fig. 9A showed the rank of
variables according to their contribution to the weekly breached record. Among the 19 variables,
hacking/IT (breach type) is the most important contributing factor, followed by Healthcare
Provider (breach entity), T1 hGDP (breach location), and Network Server (breach vector).

4.3.2 Support Vector Regression (SVR)

SVR is another supervised machine learning algorithm (19). It fits the data to a hyperplane in a
multi-dimensional space using a number of mathematical functions (i.e., Kernel), such as linear,
polynomial, radial basis function (RBF), or sigmoid. The algorithm allows certain levels of
tolerance to the data points that fall outside the hyperplane. The tolerance boundary is defined
through an acceptable error margin from the hyperplane. The goal is to have most of the data fit
to the hyperplane inside the decision boundary at an acceptable error rate.

We applied SVR using the sklearn’s Epsilon-Support Vector Regression Python library. The
algorithm was run with an 80:20 random split of training and testing sets. We used RBF (Radial
Basis Function) to derive the hyperplane. The regularization parameter C was set to 1 to reach
the optimal balance between accuracy and overfitting. We also ranked the relative importance of
the independent variables in SVR (Fig. 9B). Interestingly, the top 4 most important variables are
the same identified in the RFR algorithm.

11
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Fig. 9: Variable importance in RFR (A) or SVR (B) models.
4.4 Model Performance Evaluation

The top 4 variables, namely Hacking/IT, Healthcare Provider, T1 hGDP, and Network Server,
were used to develop the final models. Fig. 10 showed the actual and predicted weekly breached
record using RFR or SVR algorithms. The two algorithms had remarkably similar performance.
Both algorithms were able to predict a wide range of weekly breached records. However, both
tend to underestimate extreme values.
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Fig. 10: The actual and predicted weekly breached record using RFR (A) or SVR (B).

The performance was also evaluated using coefficient of determination (R?) between the actual
and predicted weekly breached records.

Rz _ 1 SsRegression =1 zi(}’i—f’i)z
- T TN (N2
SStotal 2ivi-y)

Where y; is the actual value; yi is the predicted value

To achieve a statistical representation of the performance, each algorithm was run 100 times with
an 80:20 random split of training and testing sets. Overall, both algorithms had similar
performance, achieving an R? of 0.55 in the testing sets. Considering the highly variable nature
of the breached record, the model performed quite well. The standard deviation (SD) was
relatively small among the 100 random splits, indicating the models were quite stable. There was
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a slight drop of R? in testing sets compared to training sets, suggesting the models were not
overfitting.

R? in Training Sets (mean + SD) R? in Testing Sets (mean + SD)

Random Forest Regression 0.62+0.01 0.55+0.06

Support Vector Regression 0.61£0.02 0.55+0.07

4.5 Strengths

The numbers of breached records in a data breach incidence were notoriously variable ranging
from hundreds to millions, depending on many human and environmental factors. Quite often,
businesses may not make the breach incident public. Although there were efforts to analyze the
breach records, most of these assessments were descriptive in nature (9-15). To our knowledge,
there hasn’t been a quantitative model to predict the size of the breach.

In the healthcare sector, business entities were required to report any breach incidents involving
500 or more individuals under the HITECH act. This gave us an opportunity to accurately
capture the breach trend and distributions without the concern of underreporting. By tabulating
the data into a weekly basis, our dataset contained a decent sample size to train the machine
learning models. As a result, we were able to predict the breach records with a high degree of
accuracy.

We employed two different machine learning algorithms to predict breached records. The
predictions from both algorithms were remarkably similar, further demonstrating the robustness
of our prediction.

4.6 Weakness

As shown in Fig. 10, our models failed to predict the mega data breaches. This is likely due to
the sparsity of these data breaches in our dataset.

In the HSS OCR portal, the beach incidence was recorded as the date of reporting, not the date of
occurrence. Business entities have up to 60 days to report the incidents to HSS. The lag between
occurrence and reporting may vary from case to case. This could introduce additional bias to our
model.

S. Risk Analysis

Based on our modeling, the breached record can be predicted from the incidence in Hacking/IT,

in healthcare providers, in T1 hGDP, and in Network Server. To project future breached records,
we first analyzed how these four relevant parameters developed over time. Based on the trend in
these parameters, we predicted the breached record in 2023 and 2024. We calculated the
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monetary cost associated with the data breaches. In addition, we analyzed the distribution of data
breaches to identify the times and places where the effects were most significant. We use this
information ultimately to guide our recommendations toward risk reduction and mitigation.

5.1. Trend in Parameters Impacting Breached Records
5.1.1. Breach Incidence Forecast in Hacking/IT

Hacking/IT refers to a specific breach type characterized by activities that seek to compromise
digital devices such as computers, phones, and network servers. In recent years, cybercrime has
grown at an exponential pace due to several factors. Many businesses cut jobs during COVID
pandemic, causing cybersecurity teams to be stretched, or in some cases, eliminated entirely.
Additionally, ransomware and malware can be easily purchased on the black market for as little
as $66, making it easier for criminals to obtain hacking tools (20). Recent cybercrime has also
been enabled by the rise of cryptocurrencies, as data is now held for ransom or sold with far
more ease.

Given its exponential growth rate, we opted to log transform the hacking incidence data, then use
a linear regression model with independent variables including time (week), bitcoin transaction
volume, and COVID. The hacking/IT incidence can be projected as the following equation with
an R? of 0.76:

Ln (Hacking/IT Incidence) = -0.9228 + 0.0092*Week + 3.9531*COVID + 1.664 *10%*Bitcoin transaction volume

As we move out of COVID and increase our vigilance on cybersecurity, there could be less of
the shock effect on hacking/IT incidence. In addition, while the price of bitcoin has fluctuated,
bitcoin transaction volume has plateaued in recent years, averaging around 308,000 per day.
Therefore, we expect Hacking/IT incidence will be lower than the pandemic era but will
continue to grow at a steady pace (Fig. 11A).

5.1.2. Breach Incidence Forecast in Healthcare Provider

Healthcare providers have been increasing digitization in recent years, which led to a steady
corresponding increase in cybersecurity incidents. Moreover, during the pandemic, many
organizations were forced to hastily migrate many functions online, exposing such organizations
to significant cybersecurity risks (21, 22).

To model breach incidence in healthcare providers, we used Prophet, an open-source forecasting
program for time series data. It can account for seasonality and shock factors through identifying
specific dates as “holidays”. For our forecast, we used weekly incidence in healthcare providers
from November 2009 to December 2022, along with adding the duration of the COVID
pandemic as a “holiday” to account for the shock in breaches caused by the pandemic.

Fig. 11B showed the projected breach incidence in healthcare providers. The future incidence is
expected to be lower than COVID era but continues an upward trend from 2019.
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5.1.3. Breach Incidence Forecast in States with High Healthcare GDPs

T1 hGDP refers to the thirteen states in the top 25% healthcare GDPs. The higher GDPs likely
mean the data is more valuable for malicious actors and more targets due to higher population.
We also use Prophet to predict breach incidence in these states, along with adding in the COVID
pandemic as a “holiday”. As shown in Fig. 11C, the future incidence is expected to be lower than
COVID era but continues an upward trend from 2019.

5.1.4. Breach Incidence Forecast in Network Server

Intrusions into network servers are often a result of unintentionally exposed vulnerable
infrastructure (23). Malicious actors often use tools such as botnets (networks of computers
infected by malware), or bulletproof hosters (server hosters which do not comply with traditional
rules, sometimes to the extent of illegality) to find these exposed servers.

We again use Prophet to model this form of breach, using Covid as a “holiday” but also adding a
holiday for time frames where a bulletproof hosting or botnet was taken down in the past 3
months. This data is obtained from Spamhaus’ “Don't Route Or Peer Lists”. Like the trend in
other three parameters, the future breach incidence through network server is expected to be
slightly lower than COVID era but continues an upward trend from 2019 (Fig. 11D).
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Fig. 11: Trend in breach incidence in hacking/IT (A), in healthcare provider (B), in T1 hGDP (C),
and in network servers (D).

5.2. Trend in Breached Records
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Based on our breach record model and the trend in each impacting parameter, we predicted the
breached records in 2023 and 2024. To estimate the standard deviation of our projection, we ran
a simulation with one million bootstrapping of the parameters. The table compares our prediction
to the previous years.

Year 2018 2019 2020 2021 2022 2023 2024
Breached 421
Record (MM) 14.2 (19.3%) 343 54.1 50.7 266 1.5 272 +£1.6

*Excluding the two mega breaches (11.5 million records from Optum Inc. reported on 7/1/2019 and 10.25 million
records from Labcorp Inc. reported on 7/13/2019)

Based on our projection, we expect the future breached record will come down from the
pandemic era. It is also worth noting that excluding the two mega breaches in 2019, the predicted
breached record in 2023 and 2024 mirrors the upward trend just before COVID.

5.3. Expected Costs of Data Breaches in Healthcare Sector

Based on IBM’s Cost of a Data Breach Report 2022, the average healthcare sector data breaches
cost $10.1 million per breach, more than double of the average data breach in other sectors. The

cost is even higher in America, where breaches have on average 217% higher costs, meaning the
average cost for breaches in the American healthcare sector is $21.92 million, or on a per record

basis, $826 (16).

Based on our model, we estimate the total costs for healthcare sector data breaches in 2023 will
be $22.0 billion, with a 95% confidence interval ranging between $19.4 -24.4 billion.

5.5. Distribution of Data Breaches in Healthcare Sector

We characterized the distribution of data breaches based on time and location.

5.5.1 Data Breaches by Season

As noted in Section 3.3.6 (Fig. 7), there is no clear difference in breach incidence among the four
seasons. However, the monthly breached record seemed to be higher in summer than the other
three seasons, albeit not statistically significant (Fig. 12). The median monthly breached record
didn’t vary much among the four seasons. On the other hand, the average monthly breached

record in summer is two times the average across other seasons, suggesting summer months tend
to skew toward more severe data breaches.
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Fig. 12: Distribution of monthly breached records by season. X: mean; —: median
5.5.2. Data Breaches by Location

We see an overall rise in attacks over time for all states, but states associated with high
healthcare GDPs consistently experienced higher incidence of data breaches (Fig. 6). A similar
distribution was also observed in terms of breached record, where a majority (56%) of breached
record can be accounted for by the 13 states with top 25% hGDPs (Fig. 13A). Regions such as
New York, California, Texas, and Florida lead in the numbers, with breached records often
exceeding 1 million per year in the last few years. However, adjusting for GDP, states in lower
GDP quartiles, such as Indiana, Tennessee, and Minnesota, appear to experience
disproportionately higher amounts of breached records. (Fig. 13B).

Fig. 13: Location distribution by total breached record (A, in millions) and by adjusted breached record (B, per 10K
hGDP).

6. Recommendations

As elaborated in the Risk Analysis section, our project has identified several factors that have the
greatest impact on breached records. Hacking/IT is the most significant breach type, while
network servers are the most important breach vector. Cyberattacks that target network servers
constitute a significant portion of breach incidences and records lost. Protecting network servers
from cyberattacks can help greatly reduce the risk of data breaches and mitigate damage. We
also identified that breaches in the highest quartile of healthcare GDP were the best indicator of
future trends, but it is also important to note how states in the lowest quartile of healthcare GDP
comprised a disproportionately high portion of breaches.

As per the Actuarial Process Guide, the three main risk mitigation strategies are Insurance,

Behavior Changes, and Modifying Outcomes. We will address how these strategies can be
applied to mitigate risks associated with each risk factor.
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6.1 Insurance

Hacking/IT breaches comprise an increasingly large portion of the breached records each year.
With the growing amounts of cyberattacks resulting in data breaches, the cyber insurance market
has greatly expanded as well. Global cyber insurance premium was $11 billion in 2021 and has
experienced as high as 20% growth in past years (24). Many of these insurance claims (73%) are
related to data breaches (25).

The insurance costs have exploded too, however. The average premium for cyber insurance in
2022 rose 79%, reflecting how the supply of insurance has not risen fast enough to meet demand.
As aresult, many companies, especially small businesses remain uninsured or underinsured
against cyberattacks, as many view such insurance as a luxury that cannot be maintained in
today’s high interest rate environment (26). This perspective on cyber insurance can be very
dangerous, however. While the annual cost of cyber insurance for a business can cost a few
thousand each year, compared to the cost of cyberattacks, which can be in tens of millions, this
investment is well justified (25, 27).

We therefore recommend that cyber insurance companies provide financial incentives and lower
the cost of coverage plans for healthcare companies that successfully follow through instituting
the right cybersecurity policies and protocols. This can reduce the cost to insurers by reducing
incidence and mitigating the impact of data breaches and encourage more adoption of secure
cybersecurity practices making insurance more affordable, especially to smaller organizations.

6.2 Behavior Changes

In recent years, the healthcare industry has been plagued by a rising number of cyberattacks and
unauthorized disclosures. These incidents have accounted for the majority of leaked or stolen
records, highlighting the critical importance of cybersecurity measures. To mitigate the risk of
cyberattacks, healthcare organizations must prioritize their investment in cybersecurity. This
includes building robust IT teams and implementing appropriate technology solutions, such as
firewalls and antivirus software, but also education.

However, cybersecurity is the responsibility of all employees. Many of the unauthorized
disclosures and hacking/IT incidents can be attributed to the compromising of individual
employees whether through mistakes in unauthorized disclosures or phishing attacks and leaked
credentials in hacking/IT incidents (23, 28). All employees should therefore receive adequate
training to prevent cyberattacks and data breaches, as these incidents can have severe financial
and reputational consequences for organizations. By emphasizing the importance of
cybersecurity training and education, healthcare organizations can reduce the risk of cyberattacks
and protect their sensitive data from unauthorized access and disclosure. The typical hospital has
roughly 982 employees and the cost of training an employee in their specific IT system and
procedures is roughly $1678 per employee for organizations with 100-999 employees (28, 29),
which despite being more costly, can reap great benefits.

In larger healthcare organizations, education and awareness is often already prevalent. However,
despite this, many larger organizations are still susceptible to cyberattacks thus we turn to the

quality of training and how the training is being delivered. Often in many mandatory
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cybersecurity awareness training programs (CSAT), many employees become unmotivated and
complete training quickly without paying much attention to the content. Furthermore, many
CSAT programs are not tailored to individual and organizational security needs, thus they are
either outdated or are irrelevant to the skills needed to mitigate data breaches. To combat this, we
recommend healthcare organizations to invest wisely into CSAT programs, making sure not to
invest too little and suffer increased chances of data breaches and not too much as
overinvestment into CSAT programs does not guarantee that breaches will not happen. Looking
at the problems with employee focus, companies should identify CSAT programs that are
tailored to their specific institution and offer differentiated training based on job requirements,
etc. (30).

Aside from education, there are still measures that can be taken against data breaches. Especially
for larger institutions with more sophisticated and complex computer systems, penetration
testing, or the practice of using testers who attempt to breach a company’s systems, is
imperative. Frequent penetration testing can reveal issues in a company’s systems early, and also
increase vigilance among employees against cyberattacks through the experience (31).

Across the healthcare sector, healthcare workers are also often burdened with long hours of
work, and lower pay when considering hours worked (32, 33). These conditions create decreased
levels of motivation and less focus in the workplace which can lead to negligence when dealing
with medical records, increasing the chances of data breaches (34). Therefore, we recommend to
healthcare providers that alongside cybersecurity training efforts to create a better working
environment for healthcare workers to combat data breaches.

6.3 Modifying Outcomes/Policy Changes

Healthcare organizations should also implement up-to-date data protection policies and
cybersecurity protocols to reduce the incidence and mitigate the impact of data breaches.
Preventing hacking/IT incidents are especially important in the healthcare sector given their
prevalence. Policy at the state and federal level can also be implemented to combat cyberattacks.

At the level of individual healthcare companies, we recommend several policies aimed at
addressing the problem of cyberattacks. One method is two-factor authentication (2FA). 2FA
works by requiring both knowledge factors (such as a password) and some other factor, such as
the possession of a phone. By adding additional measures to verify user identity, organizations
can more effectively determine who should get access to certain data; single factor authentication
is much more bypassable as it is vulnerable to stolen passwords, brute force attacks, credential
stuffing, and more. Additionally, by tying data to user identity, if a malicious actor gains access
to data from a verified user, only the data that the user has access to will be vulnerable. Only
allowing certain users access to certain data isolates the impact of hacking/IT breaches in
particular and is a viable path to take in order to modify the outcomes of breaches. The concept
of two-factor authentication can be extended to other factors based on location, inherence
(unique traits such as fingerprints), and preset behavior factors, further restricting access to more
valuable information (35).
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Changes and action steps can also be taken to reduce the risk of experiencing cyberattacks
through network server vulnerabilities. The most common types of network server attacks are
malware, spyware, phishing, ransomware, and DDoS attacks. Healthcare companies can utilize
various methods to protect themselves from these threats, such as: antivirus software, stronger
passwords, stricter security policies, firewalls, and effective activity monitoring (36).

Another effective policy change healthcare companies should adopt is data loss prevention
(DLP) solutions. DLP typically involves monitoring data flows and implementing policies to
prevent data leaving a network. By constantly monitoring data flows, DLP allows organizations
to detect suspicious activity early, such as large volumes of data being transferred to an external
source. DLP can also be set up to prevent especially important data from leaving a network,
stifling internal threats, and enhancing company confidentiality (37).

Network segmentation can also serve as an effective method to mitigate the scope of data
breaches. By restricting data to more manageable subnetworks, more precise security can be
exercised. By restricting user access to certain networks, breaches through attacks on verified
users become less likely to expose larger amounts of data and malware only remains in specific
networks. Layering of sensitive data also allows more efficient data storage, as stricter access
requirements can be put on more valuable networks. In combination with other security
measures, network segmentation is an essential part in the defense-in-depth security approach,
emphasizing multiple layers of protection for a more secure system (38).

A chain is only as strong as its weakest link, so is the security of healthcare data only as strong as
the employee that employs the weakest protection of the data they have access to. Therefore, we
advocate for zero trust policies to be implemented in as many organizations as possible, as every
potential weakness is, and should be treated as, a potential for a large breach with extremely
harmful implications for the corporation holding the data and the people whose records have
been compromised. The basis of the zero trust framework relies on all users validated and
constantly authorized in order to gain access to data. By never placing trust where it could
possibly be abused, zero trust allows for the isolation of secure information. This is especially
relevant as more and more data moves to the internet, as the increased presence of data needs to
be protected at all entry points. As elaborated upon in the IBM Cost of a Data Breach report,
costs of data breaches are much higher in companies that have not implemented zero trust
policies (16, 23).

It is important for healthcare providers to adopt these policies and modernize their infrastructure,
making it less susceptible to cyber breaches while also improving efficiency of healthcare,
preventing any accidental loss of disclosure of data. However, the upfront costs to such changes
can make such modernization prohibitively expensive. According to a paper conducted by the
HIMSS (Healthcare Information and Management Systems Society) on public health information
and technology infrastructure modernization funding, an investment of roughly $25.36 billion is
needed for healthcare IT systems (39). Taking this into account, as well as the number of
hospitals in America which total to 6093, the average investment needed in each healthcare
provider’s IT system would be $4.16 million (40).
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These numbers highlight the financial investments needed to adequately protect healthcare
companies, but also raise the concern of affordability for smaller healthcare organizations. Files
held on site require special protection from attacks, costing around 10% of a small business’s
annual budget (41). Even email protection services for an organization with 250 employee costs
on average more than $1,000 per month (42), requiring too many resources that small businesses
simply can’t provide. As a result, we recommend that healthcare providers upload their data to
cloud data services that have built in protection, not only offsetting costs for onsite data
protection, but also allowing more resources to be spent on patient care. Given that the cost for
storage, computing operations, and data protection is included in a comparably negligible cost,
cloud storage offers a much more secure and efficient system for storing healthcare data.

Finally, the last factor that we identified which had a correlation with breach incidences and
records lost was Healthcare GDP. While a large portion (47%) of cyberattacks occur in the states
at the top quartile of GDP, these states also comprise an even higher portion (60%) of healthcare
GDP. Breaches occur disproportionately in the lower quartiles of Healthcare GDP. This may be
because the increased spending in high healthcare GDP allows for more spending on
cybersecurity, combined with the common viewpoint that cybersecurity is a superfluous expense
which exposes lower healthcare GDP states to more risk.

To combat this, the states with the lowest healthcare GDP should devote more of those resources
to creating and maintaining stronger barriers against cyberattacks. On the federal level, the
Department of Health and Human Services is the agency primarily responsible for preventing
cyberattacks. They have instituted programs such as HHS 405(d) - Aligning Healthcare Industry
Security Approaches Program and have also created the Health Sector Cybersecurity
Coordination Center (HC3). These programs help the healthcare sector better coordinate and
collaborate and provide valuable resources and tools to raise awareness and provide education
about cybersecurity practices. What high risk states can do is follow this example and create
cybersecurity departments and programs at a statewide level to address their own cybersecurity
problems (43).

7. Conclusions

Our model and data analysis indicate data breaches in the healthcare sector will increase at a
steady pace in the long run, causing increasing damage to the healthcare industry. To address
such risks, we suggest cyber insurance companies offer financial incentives to healthcare
companies that comply with cybersecurity policies and protocols to make coverage plans more
affordable. We also recommend healthcare entities to train their workers in maintaining
cybersecurity practices. In addition, we recommend firms implement measures such as two-
factor authentication, network segmentation, data loss prevention solutions, and zero trust
policies. Healthcare providers should also upload their data to cloud data services that have built-
in protection to reduce the cost of data protection and allow more resources to be spent on patient
care. At the government level, we recommended greater cooperation between government
agencies as well as healthcare companies to increase coordination of cybersecurity measures.
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RF/SVR.py

from sklearn.ensemble import RandomForestRegressor
from sklearn.model selection import train test split
import pandas as pd

import matplotlib.pyplot as plt

import numpy as np

df = pd.read csv('/content/WeeklyData.csv')
df .head ()

df = dfi.iloc[:635, :]
df 2022 = dfi.iloc[635:,:]

from sklearn import svm

df = pd.read csv('/content/WeeklyData.csv')
df .head ()

scorelist = []
scorelist2 = []

importancelist = []

for i in range(100) :
X train, X test, y train, y test = train test split(
df.iloc[:,1:],df.iloc[:,0],test_size=0.2,
random state=i+l
)
svm.SVR ()
m.fit (X train,y train)
scorelist.append (m.score (X test,y test))

scorelList2.append(m.score (X train,y train))

plt.scatter (range (100) ,scorelist)
print (np.average (scorelList))
plt.show()
plt.scatter (range (100) ,scorelList2)
print (np.average (scoreList2))
plt.show()

= pd.DataFrame ({'train':scorelList2, 'test':scorelist})

dfdata.to_csv('./SVMModel r”2 100iterations')




df.iloc[:,0]
df.iloc[:,1:]

scorelist = []
scorelist2 = []
count = 100
for i in range(count):
X train, X test, y train, y test = train test split(
df X,df y,test size=0.2,
random state=i
)
m = RandomForestRegressor (n_estimators=90,max depth=3,random state=3)
m.fit (X train,y train)
scorelist.append (m.score (X test,y test))
scorelList2.append(m.score (X train,y train))
y_preds = m.predict (X test)
plt.scatter (x=y_test,y=y preds,color='black',6s=0.1)
plt.title('Predictions vs Ground Truth')
plt.xlabel ('Ground Truth')
plt.ylabel ('Predictions')
plt.show()
plt.scatter (range (count) ,scorelist)
print (np.average (scorelList))
plt.show()
plt.scatter (range (count) ,scoreList2)
print (np.average (scoreList2))
plt.show()
= pd.DataFrame ({'train':scorelList2, 'test':scorelist})

dfdata.to_csv('./RFModel r”2 100iterations')

df.iloc[:,0]
df.loc[:, ['Healthcare Provider', 'Hacking IT',
'Network Server',6 'Ql hGDP']]
X train, X test, y train, y test = train test split(
df X,df y,test size=0.2,
random state=1

)

m = RandomForestRegressor (n_estimators=90,max depth=3,random state=0)

m.fit(X_train,y train)




print('Testing: '+str(m.score (X test,y test)))

print('Training: '+str(m.score(X train,y train)))

importances_df pd.DataFrame ({"feature names" : m.feature names in ,
"importances" : m.feature importances_ })

importances_df importances_df.sort values (by='importances',6 axis=0)

plt.barh (importances df["feature names"],
importances_df["importances"])
plt.title("Feature importances") ;

plt.show()

y_preds = m.predict (X test)
dfdata = pd.DataFrame({'test':y test, 'preds':y preds})

dfdata.to_csv('./RFModel Preds vs Test')

y_preds = m.predict (X train)

dfdata = pd.DataFrame({'train':y train, 'preds':y preds})
dfdata.to_csv('./RFModel Preds vs Train')

plt.scatter (x=y_train,y=y preds,color='black',6s=0.5)
plt.title('Predictions vs Ground Truth')

plt.xlabel ('Ground Truth')

plt.ylabel ('Predictions')

plt.show()

df.iloc[:,0]
df.loc[:, ['Healthcare Provider', 'Hacking IT',
'Network Server',6 'Ql hGDP']]
X train, X test, y train, y test = train test split(
df X,df y,test size=0.2,
random state=1
)
print('Testing: '+str(m3.score(X test,y test)))

print('Training: '+str(m3.score (X train,y train)))

df.iloc[:,0]
df.loc[:, ['Healthcare Provider', 'Hacking IT',
'Network Server',6 'Ql hGDP']]
X train, X test, y train, y test = train test split(
df X,df y,test size=0.2,

random state=1




)
= svm.SVR (kernel='"rbf', C=1)
m2.fit(X train,y train)
print('Testing: '+str(m2.score(X test,y test)))

print('Training: '+str(m2.score(X train,y train)))

from sklearn.inspection import permutation_ importance

perm_importance = permutation_importance (m2, X test, y test)

feature names = ['Healthcare Provider', 'Hacking IT',
'Network Server', 'Ql hGDP']

features = np.array(feature names)

sorted idx = perm importance.importances mean.argsort()

plt.barh (features[sorted idx], perm importance.importances mean[sorted idx])
plt.xlabel ("Permutation Importance")

plt.show()

y_preds = m2.predict (X test)
dfdata = pd.DataFrame({'test':y test, 'preds':y preds})

dfdata.to_csv('./SVMModel Preds vs Test')

y_preds = m2.predict (X train)

dfdata = pd.DataFrame({'train':y train, 'preds':y preds})
dfdata.to_csv('./SVMModel Preds vs Train')

plt.scatter (x=y_train,y=y preds,color='black',6s=0.5)
plt.title('Predictions vs Ground Truth')

plt.xlabel ('Ground Truth')

plt.ylabel ('Predictions')

.show ()

df y = df.iloc[:,0]
df X = df.iloc[:,1:]
X train, X test, y train, y test = train test split(
df X,df y,test size=0.2,
random state=1
)
m = RandomForestRegressor (n_estimators=90,max depth=3,random state=0)
m.fit(X_train,y train)
print (m.score (X test,y test))

print (m.score (X train,y train))




perm_importance = list(m.feature_ importances_ )

feature names = df.columns[1l:]

features = np.array(feature names)

pd.DataFrame ({'features':features,
'importance' :perm importance})
dft = dft.sort values (by='importance',6 axis=0,ascending=True)
plt.barh (dft.features, dft.importance)
plt.xlabel ("Relative Importance")
dfshow = pd.DataFrame ({'Features':dft.features,
'Importance' :dft.importance})

dfshow.sort values (by='Importance',6 axis=0,ascending=False)

df y df.iloc[:,0]

df X df.iloc[:,1:]

X train, X test, y train, y test = train test split(
df X,df y,test size=0.2,
random state=1
)

= svm.SVR (kernel="rbf', C=1)
m2.fit(X train,y train)
print (m2.score (X test,y test))

print (m2.score (X train,y train)

Prophet.py

import pandas as pd
from prophet import Prophet
import matplotlib.pyplot as plt

from datetime import datetime
import itertools

import numpy as np

import pandas as pd

from prophet.diagnostics import cross_validation




from prophet.diagnostics import performance metrics

fileName = 'Filename'
featureName = 'Variablename'

growthType = 'linear'

= pd.read csv(fileName)
'Week'] = pd.to_datetime (df['Week'])
= df[:635]

= pd.read csv(fileName)

= df[:635]
plt.plot (df [featureName])
plt.show()

df['cap'] = np.log(df[featureName]*1.05) .max ()
df['floor'] = df[featureName] .min ()

print (df [featureName] .min())

df[[ 'Week',6 featureName, 'cap', 'floor']]
df2.rename (columns = {'Week':'ds',6 featureName: 'y'

,'cap':'cap', 'floor':'floor' })

Covid = pd.DataFrame ({
'holiday': 'Covid',
'ds': df.Week[540:],
'lower window': O,
'upper window': 1,

})

BPHorBotnetTakedown = pd.DataFrame ({
'holiday': 'Takedown',
'ds': /,

'lower window': O,

'upper_window': 1,

})

m = Prophet (

changepoint prior scale = 0.02,




holidays = Covid,
growth = growthType

future = m.make future dataframe (periods=365*3+1)

future['cap'] = np.log(df[featureName]*1.05) .max ()

future['floor'] = df[featureName] .min ()

fcst = m.predict (future)

fig = m.plot(£fcst)

LinearRegression.py

import statsmodels.api

import pandas jole!

backward regression (X, y,
initial list=[],
threshold in=0.05,
threshold out = 0.05,
verbose= ) :
included=1list (X.columns)
while
changed=
model = sm.OLS (y, sm.add constant (pd.DataFrame (X[included]))) .fit ()

pvalues = model.pvalues.iloc[1l:]
worst pval = pvalues.max ()
if worst pval > threshold out:
changed=
worst feature = pvalues.idxmax ()
included.remove (worst feature)
if verbose:
print ('Drop with p-value '.format (worst feature, worst pval))

changed:




b

return included

df = pd.read csv('Ha
y = df.iloc[:,0]
X = df.iloc[:,1:]

included=backward regression (X,y)

1.OLS (y, .add_constant (pc

model . summary ()

model .predict (104)
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